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Mobile app development in health research: pitfalls and solutions
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Abstract: Mobile app health research presents myriad opportunities to improve health, and simultaneously
introduces a new set of challenges that are non-intuitive and extend beyond typical training received by
researchers. Informed by our experiences with app development for health research, we discuss some of
the most salient pitfalls when working with emerging technology as well as potential strategies to avoid or
resolve these challenges. To address challenges at the project level, we suggest strategies that researchers can
use to future-proof their research, such as using theory and involving those with app development expertise
as part of a research team. At the structural level, we include a new model to characterize the relationship
between technology- and research-timelines, and provide ideas regarding how to best address this challenge.
Given that screen-based time now predominates our lived experiences, it is important that health researchers
have the capacity and structural support to develop interventions that utilize these technologies, assess them

rigorously, and ensure their timely and equitable dissemination.
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Introduction phones, or 13-16% of their waking hours. This trend is even

more pronounced among US adolescents, 95% of whom

The use of mobile applications (apps) is pervasive across
every aspect of daily life. Smartphones have been adopted
faster than nearly any other technological innovation in
history, such that it is now nearly universal in the United
States (81% of all US adults, including 96% of adults ages
18-29) (1-3). This phenomenon has also occurred across
the globe, with over 3.3 billion people using smartphones

worldwide (4). Adults spend 2.5-5 hours per day on their

either own or have access to a smartphone, with nearly
half reporting being online on a near-constant basis (5).
Despite some health concerns, particularly related to
excessive screen time, there is growing interest in leveraging
smart phone technologies to promote health through
mobile apps (6-8).

The development and use of mobile health apps
is rapidly increasing, with a wide variety of functions
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such as self-monitoring of chronic health conditions,
medication adherence reminders, and direct interactions
with the health care system (9-12). Mobile health apps are
increasingly being used even in situations when clinical care
is provided in-person, as they can be used to help tailor
patient-provider communication and support patient self-
management and care engagement (9). Multiple systematic
reviews, usually grouped by health condition or sub-
population, have summarized the growing evidence base for
the effectiveness of mobile health apps (10,11). For example,
a recent meta-analysis of digital interventions that address
alcohol consumption in community-dwelling populations,
including many mobile health apps, found moderate-quality
evidence that digital interventions decrease unhealthy
alcohol consumption (13). A recent systematic review of
the use of mobile health apps for substance use disorders
concluded that the heterogeneity of mobile health apps
made reaching a consensus about their overall effectiveness
challenging (14). This review also noted that mobile health
apps should fully capitalize on the technology’s capacity
to tailor itself to meet the individual needs of users (14).
Achieving this, however, will likely require a better
understanding of how people incorporate technology into
their everyday lives, as well as research into effective ways
to disseminate efficacious interventions into more diverse
clinical and community settings. Another review noted the
great promise for mobile health apps to make an impact
in low- and middle-income countries, where access to
medical care is often limited but smartphone ownership is
widespread (12).

A growing number of health research programs
investigate app-based interventions, yet many research
teams conduct their app research in isolation. There are
substantial benefits to be gained by sharing knowledge
across disciplines, particularly in navigating common
challenges and leveraging areas of strength. In this article,
we discuss opportunities and pitfalls for mobile health app
research, and propose solutions to facilitate success and
overcome challenges.

Opportunities
Leveraging device, operating system, and potential for scale

Mobile apps are able to leverage the strengths of host
device hardware and operating systems. A review by
Harari and colleagues has documented the numerous
sensors and data collected by research apps (15), including

© mHealth. All rights reserved.

mHealth, 2021

accelerometer (coordinates, duration of movement), GPS
scan (geolocation), clock (time), light sensor (ambient light),
and microphone (audio). These data sources can be used
creatively to develop interventions. For instance, a sun
protection trial combined GPS data with real-time forecasts
and time of day information to provide guidance regarding
risk of sunburn and time until needed reapplication of
sunscreen (16). A number of physical activity trials have used
smartphone accelerometer data to collect physical activity
data, and display such data as part of the intervention to
study participants (17). Operating systems also provide
rich interactive and monitoring features, including
alarms, notifications, call logs, text logs, and system usage
information. Data generated by these features can be highly
useful; one study validated an algorithm to predict the total
amount of users’ sleep based on their smartphone screen
being on or off, with an average error of only 7% (18).
Alarms/notifications are a main feature of many app-based
interventions, providing a way to communicate updated
data-informed progress towards goals, motivational
messages, and re-engagement messages (17,19-21). Another
important benefit of the flexibility of app systems is their
capacity to interface with a wide variety of other devices such
as pedometers (17) and pill bottle cap sensors (22).

The ability to positively influence health at a large
scale is an intriguing advantage of successful mobile apps.
Traditionally, the gold standard for impactful individual-
level behavioral interventions has been evidence-based,
multi-session interventions that are delivered in person.
This approach provides a high level of exposure to a
potentially tailored intervention, although it comes at a high
cost by requiring substantial staff time and materials for each
person newly engaged. Such multi-session interventions are
typically sequentially planned to control the order in which
a participant is exposed to an intervention, potentially
enhancing the intervention’s effect, but also challenging the
logistics of delivery. Mobile health apps have the potential
to provide users with a high level of exposure (smartphones
are ubiquitous and heavily used), while only requiring
staff time that is fixed to the development and monitoring
of the sequentially-designed app intervention, with low
additional cost per person reached. Other technology-based
intervention modalities, such as text messaging and website-
based interventions, may have similar benefits of scale.

Tuailoring and measurement

Apps are a natural fit for providing tailored health
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Figure 1 Technology versus research cycles.

information, with the potential to build in automated
tailoring by user groups or by disease condition. Apps are
created for a broad array of conditions that require tailored
materials, ranging from tele-rehabilitation for people with
multiple sclerosis (23) to interventions to address childhood
obesity (24). App platforms allow for each user group to
receive an intervention appropriate for and customized
to their experiences. This has the additional benefit of
facilitating more successful inclusion of groups experiencing
health disparities such as youth, sexual, and racial minorities
(25,26). Through tailoring, mobile apps have the potential
to engage persons in their health promotion in new and
innovate ways, which are moreover less dependent on
existing healthcare structures. For instance, apps can help
users collect and track data on a particular health behavior
and can return information tailored to that individual,
such as their stage in transtheoretical model (27), thereby
optimally facilitating behavioral change.

Paradata, automated process data collected as users
interact with a smartphone app, is an important additional
tool to gain insight on how users engage with an app
(28,29). Examples of paradata include log-in/log-out times;
time spent in the app overall and by each app feature;
and number of clicks through each app feature. Used in
combination with the primary research outcomes data,
paradata provides insight into user preferences and app use
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patterns. It can help app researchers to understand why an
app feature may or may not have met expected outcomes,
and provide direction for further tailoring or updates.

Pitfalls
Technology versus research timelines

Technology product development is characterized by a
period of ascent characterized by high innovation followed
by a phase of maturity, and then a period of decline (30).
There can be a mismatch between the timelines of NIH-
funded research and technological products. NIH research
grant cycles predominantly adhere to a 10-year timeline,
yet technology cycles may occur more rapidly (Figure I).
To elaborate: a typical NIH-funded research cycle begins
with idea generation, seed funding and baseline data
collection, and first grant application (2 years), and then
proceeds to a planning grant (e.g., R34/R21) and its
implementation (3 years), clinical trial phase (5 years), and
results dissemination (1 year), totaling a more than 10-year
cycle. It is worth noting that some of these research phases
may be skipped, such as if sufficient baseline data exist to
avoid the seed funding period. Yet other issues may extend
research timelines, such as grant resubmissions. In contrast
to the linear and timeline-based process of research, there
is greater variability in technological uptake, which tends
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to ebb and flow based on development of technological
breakthroughs such as new platforms and interfaces.
These types of breakthroughs may challenge the 10-year
NIH cycle. For instance, if an innovative product such
as the Nintendo Wii or apps such as Pokemon Go entice
researchers and they initiate the NIH-funded research cycle
during ascent or maturity periods, it is possible for product
sales to be (I) obsolete, ended prior to research completion,
(II) simultaneous, ending at the same time as the research,
or (II) continuing, with sales ongoing or even growing as
the research ends. In the first two scenarios, the product
platform has ended before research regarding a particular
intervention can be brought to scale.

Given rapid changes in technology, it is difficult to
predict when disruptive technology may break through
and interrupt research plans, including those regarding app
development or configuration. More subtle than disruptive
innovations, but perhaps equally important, are changing
norms in the design of technology interfaces. Design and
user interface norms shift rapidly, with older fonts, icons,
graphics, and functions quick to appear dated. Without
updating, older interfaces may appear stale or nonintuitive,
potentially impacting user willingness to engage with
the technology. This is especially likely to impact apps
grounded in gamification and graphics features, which are
likely to require more frequent updating.

App development

There is an inherent information asymmetry between
professional app developers’ expertise in coding and
researchers possessing terminal degrees in unrelated
fields. Information asymmetry is classically described as
an imbalance of power that can lead to poor outcomes.
Researchers with projects that involve app development
either work with an app development agency, work with a
free-lance app developer, or hire a full-time employee with
app development experience. Due to limited experience
and information, researchers are likely to have difficulty
choosing the optimal approach. Moreover, any final contract
may be insufficient to facilitate successful development
required by the researcher (31). Once app development
has begun, most researchers do not have the requisite
information or experience to properly oversee the process.
For example, an app developer may not be creating code of
a sufficiently high quality, yet a researcher may not be able
to detect this until the contract is finished and problems
emerge with the app’s functioning. Moreover, researchers
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without app development experience may miss key areas
during its design that can affect both users’ experience and
interface with the app. Key areas of development include
such things as coding architecture, common features (e.g.,
login with new technology such as fingerprint or face
recognition), navigating institutional (e.g., university)
and professional [e.g., Health Information Portability
and Accountability Act (HIPAA)] security standards, and
clarifying data export requirements. When challenges arise,
any unplanned but desired app features are likely to result in
substantial shifts in timelines and additions to development
costs beyond the initially agreed fee.

Researchers should be particularly clear about the data
export functionality of their app so that they can ensure data
are being collected and exported in a way that facilitates its
analysis. This area requires particular attention because it is
foreign to most developers who usually focus on business-
based outputs of ad clicks and sales. Even those developers
accustomed to working with academics may struggle,
especially as developers often code in teams, and research
expertise may not be uniform across a technology team.

Technical challenges can be exacerbated by the high
expenses required to create apps. Apps sufficiently nuanced
to fulfill the needs of researchers, and that meet current
HIPAA and other security standards, can be costly. The
costs of app development range broadly, but even for a
relatively low-feature health app, researchers should plan
for costs over $150,000 US dollars if building from scratch
(building from an existing platform can substantially change
cost), a cost that may not fit into the budgets of NIH
funding mechanisms typically used to fund pilot studies (32).
An important component contributing to high costs are
requisite security features for apps dealing with health
information. Security concerns are not hypothetical; for
example, in 2015, the health information of over 100 million
individuals was breached (33). In other years between 2013
and 2017, more than 10 million individuals per year were
impacted by health information breaches (33).

Translation and download problems

Once developed and tested in a clinical trial, apps
demonstrated to be efficacious should be disseminated. Yet
pathways to do so are relatively uncharted, and face two
substantial problems. The translation problem is that health
apps developed by researchers may never be translated
into production models that can be downloaded by the
public (and not just solely accessed by research subjects).
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In a search of NIH RePORTER conducted in late 2018,
we identified 40 grants awarded to develop mobile apps
relating to HIV, with 17 of these grants having completed
their years of award. These grants represented a diverse
portfolio of research, with target outcomes ranging from
prevention (e.g., condom use) to treatment adherence, and
target groups including general populations, racial/ethnic
minorities, injection drugs users, men who have sex with
men, and cis-gender women—indicating that any problems
with performance were likely attributable to challenges
spanning research domains and target populations. We
performed a review of information for the 40 grants, both
within RePORTER and within publications citing relevant
grant numbers, to identify information such as a name or
keyword that would allow us to search for resulting apps.
We then searched the Google Play and i'Tunes App stores.
We were unable to locate any apps from HIV grants in
RePORTER that could be used by members of the public.
We identified 2 apps that could be downloaded and used
only by research participants.

The download problem is that even once made public,
persons most in need of services are unlikely to download
evidence-based apps unless they (I) are aware of the app,
(I) believe the app provides substantial utility, and (III)
believe it is better than existing apps. The app market is
already inundated with non-evidence-based health apps.
For instance, a review of mobile apps for HIV prevention
identified 285 publicly available apps, but most (71%) were
not developed by academic or public health entities, and
none dealt with a key component of current prevention
efforts: HIV pre-exposure prophylaxis (34). Similarly, a
review of apps promulgated to support mental health found
that only 10% offered support that was consistent with
principles of evidence-based practice (35).

Sustainability

In addition to translation and download problems, apps
that are disseminated require continual resources for
updating and maintenance. Without this, apps quickly
become dated and can stop functioning. This makes a
post-research translation even more challenging. If not
developed using a profit-seeking model, research funds
are finite and tied to a specific set of proposed activities,
putting most of this work beyond the scope of the vast
majority of research proposals.

© mHealth. All rights reserved.
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Solutions

Conducting research informed by theory that applies
rigorous methodologies

Research grounded in behavioral theory that uses rigorous
and appropriate methodologies can produce findings that
are generalizable beyond the life of the technology used
in the research. There are multiple examples of this in
research using the now defunct personal digital assistant
(PDA). For instance, a recent PDA-based study used
ecological momentary assessments (EMA), a method that
involves repeated sampling of subjects experiences in their
natural environments in real time, and found that side-
effects and self-management among cancer survivors offer
opportunities for tailored care programming (36). Another
study used PDA and EMA, finding evidence that supports
emotional regulation being measured as a trait (37). A study
using the Technology Acceptance Model found that 71% of
the variation of physicians intention to use a new device was
explained by domains of perceived usefulness and perceived
ease of use (38). Conversely, failure to base interventions
on theory or functionality that can extend beyond a single
technology leads to conclusions that are outdated by their
time of publication. For example, the main conclusion
of a 2013 article regarding PDAs (when such devices
were off-market) was that PDA use should be scaled up
among nursing students. This article could have benefitted
from considering the benefits of incorporating changing
technology into nursing education, in general, as well as
the challenges with the changing pace of such technological
solutions (39).

Leverage screen capture technology to document
intervention

Technology change not only produces challenges for
research, but also opportunities. Journals produce electronic
supplements to publications, and those dedicated to protocol
publication are an optimal venue for documentation of app-
based interventions. Screenshots and verbal descriptions
are useful to indicate functionality of websites, and are
commonly used (40). The chief limitation of this approach
is that it is challenging to describe interactive platforms
with static images and text. We propose an alternative:
to create screen recordings and voiceovers to provide a
“walk-through” for each primary function of a study app.
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It is likely that such videos would be a valuable resource
for future researchers and developers to adapt successful
interventions for new platforms. Walk-throughs can be
created, at no cost other than a limited amount of staff time,
by using native screen recording functionality of a mobile
phone. To our knowledge, this approach has not previously
been used to document app-based interventions. For
proprietary intervention components, video materials could
be released alongside publication of trial results to facilitate
future dissemination.

Short-circuit timelines and facilitate dissemination

"To improve the responsiveness of the NIH funding cycle
in order to more effectively conduct research on or using
technology, a number of steps could be taken. One option
is for researchers to consider alternative grant mechanisms
within NIH, such as the Small Business Innovation
Research (SBIR) and Small Business Technology Transfer
(STTR) programs that are designed to support health
products produced by small businesses in collaboration
with research partners. The 2.5-year total research timeline
for SBIR/STTR (a 6-month pilot, phase I and 2-year trial,
phase II) allows it to be much more responsive to changes
in technology, with a targeted goal of commercializing a
product. Another option is to leverage NIH center grants
and other mechanisms, such as U-level trials networks,
to bring promising interventions to scale more quickly.
For instance, the UNC/Emory Center for Innovative
Technology (i'Tech), part of the Adolescent Medicine Trials
Network for HIV/AIDS Interventions (ATN), creates
an infrastructure to share and disseminate best practices
in technology-based HIV interventions (41). Leveraging
collective experiences in multiple app-based interventions
facilitated development of the ePrEP platform after a 1-year
pilot test (40). Researchers may also consider alternative funding
venues, such as foundations, that may be more flexible and
responsive to the needs of app development for health research.
A separate avenue is collaboration with private
enterprises that have already achieved scale in the app
space. Such an approach brings substantial benefits but also
limitations. In favor of this model are the likely scalability
and sustainability of the work. Additionally, by being on the
cutting edge of what is in the marketplace, successful app
businesses have access to the newest and most innovative
tools that may benefit the research. This approach, however,
requires meshing the business interests of the private
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enterprise with the research and public health interests of
academic partners. Traditional research frameworks may
need to be eschewed in favor of implementation science
and monitoring/evaluation frameworks. Vested business
interests may limit the scope of research, and issues
of technology transfer and ownership may complicate
relations. To the extent possible, these should be explored
prior to commitment of the partnership.

Oversight of app technical development

Inclusion of an independent and research-versed developer
to the research team can directly address the problem of
information asymmetry. Many universities have technology-
based app development groups that can provide such
oversight through collaboration or trusted independent
developers. Expertise is required early and periodically
throughout the project. Early on in a project, an independent
expert can ensure that the initial scope of work is sufficiently
detailed to provide coverage of all program needs. The
added costs of including an independent developer on the
research team is often well worth the upfront cost because
it can minimize potential problems regarding the scope of
work and oversight of project development.

Independent expert oversight should extend to code
architecture and development over the life of the project.
Proper code architecture is essential for the performance
of the basic tasks including (I) maintenance required due
to phone operating system changes over time, (II) updates
to address the appearance of unexpected issues as apps
are used, and (III) addition of features demanded by users
or researchers. Improper architecture can lead to results
that confound and frustrate researchers unfamiliar with
development: a simple bug fix can make seemingly unrelated
parts of the app completely nonfunctional, requiring further
fixes, a process that can spiral into cycles of dysfunctions
and unexpected costs. These problems can also impact study
outcomes if they occur during the course of a clinical trial.
Moreover, an app designed with poor or highly stylized
architecture may only be accessible for work by the original
developers. This creates problems if the original developer
either goes out of business or decides to substantially
increase their prices. Proper planning and oversight can
limit these pitfalls by ensuring that, as code is developed, it
can be easily worked on and maintained by a coding team
independent of the developer, with an architecture favorable
to research data access and future app updates.
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Structural changes

Structural changes could be made to capitalize on app-
based research. NIH funds a number of center grants,
and a future center could focus on expertise in health app
development. Such a hub could anchor key contributions,
such as (I) development of an open-source coding platform
to address the most common research needs or (II)
providing an at-cost service center model to provide expert
oversight of code architecture for NIH-funded research
projects. Adding a greater resource base could facilitate
development of common functionality for open-source
coding platforms that already exist, such as ResearchStack
for Android, ResearchKit for iOS, or frameworks that
allow simultaneous development of both Android and iOS
such as React Native. Additional resources could include
standardized consent or programming interfaces for
commonly used external services such as survey platforms.
Having these openly available to researchers could provide
substantial resource savings for future app development.
These efforts face challenges, however, such as staying
current due to rapidly changing technology and norms of
development. An alternative strategy could be to develop
a model to facilitate app development for research across
NIH. A hub where researchers share best practices could
serve as a service model to provide key oversight or other
functionality requested by NIH-funded researchers, and
to document and disseminate best practices of and theory-
based findings from app research.

"To enhance the scale of evidence-based app interventions,
it may be necessary to have privately or publicly funded
dissemination programs. The US Center for Disease
Control’s (CDC) Evidence-Based Interventions for HIV
Prevention (EBI) is a useful example of such a program.
The EBI program currently houses over 120 interventions
that have been demonstrated to reduce HIV transmission or
improve care outcomes for those living with HIV. Dedicated
funding is used to disseminate these interventions, which
for non-electronic programs has included development of
intervention materials such as binders, pamphlets, videos,
and other printed materials as well as ongoing provision
of technical assistance. None of these EBI interventions
are solely or even predominantly app-driven. A similar
program for evidence-based apps could provide substantial
utility, with translation and maintenance costs borne by the
program. Such a program could be supported by CDC or
alternate funding sources such as the National Institutes of
Health or private foundations. Structured and dedicated
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funding would allow and empower health departments
and community organizations to access evidence-based
app programs, and would facilitate the visibility of app
interventions via their inclusion in a publicly-funded,
evidence-based compendium.

Conclusions

Mobile app health research is a promising avenue for health
promotion, yet its implementation comes with many new
challenges. We describe some of these and discuss strategies
to address them. Investing resources in app research may
facilitate its development, impact, and dissemination,
allowing it to fulfill its substantial promise.
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